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A LOOK AT SATAN
This Alert discusses the recent release on the Internet of a controversial computer program called
Security Administrator Tool for Analyzing Networks (SATAN), used to detect computer system vulner
abilities. The following excerpts come from an advisory issued by the Computer Emergency Response
Team (CERT), a group of security experts who monitor incidents on the Internet.

What is Satan?
Satan is the joint work of Dan Farmer, author of COPS (Computer Oracle and Password System),
and Wietse Venema, from the Eindhoven University of Technology in the Netherlands.
Satan is a testing and reporting tool that collects a variety of information about networked
hosts. It can then report this data in a summary format or, with a simple rule-based system,
investigate potential security problems. Problems are described briefly and pointers provided
to patches or workarounds. In addition to reporting vulnerabilities, Satan gathers general
network information (network topology, network services run, types of hardware and soft
ware being used on the network). It has an exploratory mode that allows it to probe hosts
that have not been explicitly specified. Thus, Satan could probe not only targeted hosts, but
also hosts outside your administrative domain.

Potential Impact of Satan
CERT has announced that Satan can allow hackers in to gain control of any computer sys
tem that uses it, and has issued an advisory warning that Satan, when run with certain World
Wide Web (WWW) browsers (including Netscape and Lynx, but not Mosaic) on a local
area or wide area network, could expose that Satan host to intrusion from another Web site.

A new version (Satan 1.1) has been posted on the Internet (http://www.cs.ruu.nl/certuu/
satan.html), which tightens Satan's security and warns users of the potential for vulnerability.
The glitch that CERT warned about can occur if users move immediately from a session
running Satan on their network to browsing the Web without first quitting their browser.
And even then, that user must immediately go to a site that happens to be using a specific
data-capturing application. The glitch can be avoided through some simple efforts, such as
exiting the browser at the end of every Satan session or by using a browser that isn’t affected,
such as Mosaic. No security breaches were reported as a result of the Satan glitch, according
to CERT.
According to an article in InformationWeek (April 24, 1995), there are several aspects of
Satan that makes systems more vulnerable. When Satan is run, it sets up a mini-Web server
on the host. It also runs the Web browser and generates a secret password to authenticate
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communication between the browser and the Satan Web server. If, while running Satan, the
Web browser is pointed at a remote Web site, the Web browser will transmit the location of
the Satan database, including the host name, secret password, TCP/IP port number, and
path name, to that Web site. In addition, if someone at that remote Web site records that
information, they could connect to your running copy of Satan and send commands to your
Satan Web server, possibly breaking into your Satan host.
Although the vulnerabilities Satan identifies are not new, the ability to locate them with a
widely available, easy-to-use tool increases the level of threat to sites that have not taken steps
to address those vulnerabilities. In addition, Satan is easily extensible, modified versions
might scan for other vulnerabilities as well and might include code to compromise systems.

Using Satan

Running Satan on your systems will provide you with the same information an attacker
would obtain, allowing you to correct vulnerabilities. If you choose to run Satan, it is impor
tant to read the documentation carefully. Also, note the following:
•
•
•

•

It is easy to accidentally probe systems you did not intend to. If this occurs, the
probed site may view the probe(s) as an attack on their system(s).
Take special care in setting up your configuration file, and in selecting the probe
level when you run Satan.
Explicitly bound the scope of your probes when you run Satan. Under “Satan
Configuration Management,” explicitly limit probes to specific hosts and exclude
specific hosts.
When you run Satan, ensure that other users do not have read access to your
Satan directory.

Getting more information about Satan
Satan documentation is available from ftp://ftp.win.tue.n1/pub/security/satan_doc.tar.Z.
Additional documents are available through a mail server set up by one of the authors. Send
mail to: majordomo@wzv.win.tue.nl. Make sure the following text is in the body (not subject):
get satan mirror-sites
get satan release-plan

get satan description
get satan admin-guide-to-cracking. 101

The last document contains “Improving the Security of Your Site by Breaking Into It,”
a 1993 paper in which the authors give their rationale for creating Satan.
If you believe that your system has been compromised, contact the CERT Coordina
tion Center or your representative in the Forum of Incident Response and Security
Teams (FIRST).

Internet E-mail: cert@cert.org
Postal address: CERT Coordination Center
Telephone: (412) 268-7090 (24-hour hotline) Software Engineering Institute
Fax:
(412) 268-6989
Carnegie Mellon University
Pittsburgh, PA 15213-3890
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